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Suricata Datasets
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Millions of IoCs handled easy
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● OISF is a nonprofit organization, therefore any funding 
or support we get goes directly to Suricata’s roadmap.

● Development is funded through contributions from 
world-class security organizations -> Consortium 
Members, SuriCon Sponsors, and more.

● Support OISF and Suricata - visit https://oisf.net/ or 
contact us at info@oisf.net

Open Source ≠ Free to Develop
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https://oisf.net/consortium/
https://oisf.net/
mailto:info@oisf.net
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Community Forum
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https://forum.suricata.io/
Connect with the OISF’s development team and world-
wide community using Suricata every day - bring your 
questions, challenges, ideas, breakthroughs, research 

ideas, or simply come to ask for help. 

https://forum.suricata.io/
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Meet the Community
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https://suricon.net/
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Peter Manev
@pevma

12 yrs with Suricata
OISF Exec team

QA/Training lead
Stamus Networks
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A word about 
Suricata
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What is Suricata
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● Example output logs of Suricata

○ https://suricata.readthedocs.io/en/latest/output/eve/
eve-json-format.html#

○ https://github.com/StamusNetworks/SELKS/tree/ma
ster/doc/example-logs

Suricata  
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https://suricata.readthedocs.io/en/latest/output/eve/eve-json-format.html
https://github.com/StamusNetworks/SELKS/tree/master/doc/example-logs
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● https://suricata.readthedocs.io/en/latest/rules/datasets.h
tml

Datasets 

10

https://suricata.readthedocs.io/en/latest/rules/datasets.html
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● https://suricata.readthedocs.io/en/latest/rules/datasets.h
tml

Datasets 
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https://suricata.readthedocs.io/en/latest/rules/datasets.html
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● Datasets can be used

○ to plug in millions of IoCs

○ Into sticky buffers for matching

■ suricata --list-keywords=all

■ https://suricata.readthedocs.io/en/latest/

Datasets gone sticky  
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https://suricata.readthedocs.io/en/latest/
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TLS
tls.version
tls.subject
tls.issuerdn
Tls.fingerprint

HTTP
http.cookie
http.method
http.protocol
http.start
http.content_type
http.location

Some examples of sticky buffers
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HTTP(cnt’d)
http.server
http.user_agent
http.host
http.uri

NFS
Nfs.version

SSH
ssh.proto
ssh.protoversion
ssh.software
ssh.softwareversion

File:
file.name
file.magic

DNS
dns.query

JA3 / JA3S
ja3.hash
ja3.string
ja3s.hash
ja3s.string

KRB5
krb5.cname
krb5.sname

SIP
sip.method
sip.uri
sip.protocol
sip.stat_code
sip.stat_msg

SNMP
snmp.version
snmp.community
snmp.pdu_type
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● We will demo 2 cases

○ 1 with Scirius/SELKS

○ 1 with Suricata Update

Datasets real world examples  
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● Matching on known bad dns domains 

○ NetLab360 -

■ https://data.netlab.360.com/dga/

○ Alexa -

■ https://s3-us-west-1.amazonaws.com/umbrella-
static/top-1m.csv.zip

● Matching on anything that is not in the top 1 million 
domains from Alexa

Datasets real world examples  
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https://data.netlab.360.com/dga/
https://s3-us-west-1.amazonaws.com/umbrella-static/top-1m.csv.zip
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Let’s go hands on
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Questions ?
● Suricata-update:

○ https://suricata-update.readthedocs.io/en/latest/quickstart.html#install-
suricata-update

● SELKS/Scirius:
○ https://github.com/StamusNetworks/SELKS

● Contact:
○ Twitter: @pevma | Mail: pmanev@oisf.net
○ https://forum.suricata.io/

● Docs:
○ https://suricata.readthedocs.io/en/latest/

● Suricon:
○ Athens, Greece, Nov 9, 10, 11, 2022
○ https://suricon.net/

● Info - https://suricata.io/
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https://suricata-update.readthedocs.io/en/latest/quickstart.html
https://github.com/StamusNetworks/SELKS
mailto:pmanev@oisf.net
https://forum.suricata.io/
https://suricata.readthedocs.io/en/latest/
https://suricon.net/
https://suricata.io/

